
 
 

Job Description 
 
 Job  Tit le : In form ation  Security Services Ma nager (ISSM) Gr a d e :  AT-05 
 Job  Fu n ct ion : Cyber Security                  EEO: 
                   FLSA: Exem pt 
 
Job Summary 
Ashire  Technolog ies is  seeking  an  onsite  Cybersecu rity Ana lyst/ In form ation  System  Security Office r 
(ISSO) to  join  ou r team ’s e fforts in  supporting  a  m ulti-yea r con tract in  Colorado Springs. We seek 
p roven  expertise  in  im proving  system s secu rity postu re  with in  the  Departm en t of Defense .  

• Deve lop  and  m ain ta in  a  form al In form ation System s Security Program  in  accordance  with  DoD 
8510.01 and  AFI 17-101. 

• Perform  insigh t and  support of the  deve lopm en t, im p lem en ta tion, and  te sting  of in form ation  
system  secu rity policies in  accordance  with  the  DoD Risk Managem en t Fram ework. 

• Responsib le  for the  Cybersecurity im p lem en ta tion  and  te sting  of in form ation  system  (IS) 
secu rity con trols to  include  techn ica l con trols, physica l con trols, and  opera tiona l con trols of a ll 
a ssigned  system s. 

• Deve lop  system  docum en ta tion  for in form ation  system  au thoriza tion, secu rity m anagem en t, 
and  con tinuous m on itoring  of unclassified  and  classified  in form ation  system s. 

• Conduct and / or oversee  system  aud iting, vu lne rab ility risk assessm en ts, ha rdware / software  
configu ra tion  m anagem en t, investiga tions of IA re la ted  secu rity viola tions/ inciden ts, and  
othe r in form ation  secu rity-re la ted  activitie s. 

• Obta in  va lida tion  of cybersecu rity con trols and  ob ta in / m ain ta in  IS Au thority-to-Opera te  (ATO). 
• Ability to  au thor System  Security Plans (SSPs) to  m ain ta in  Au thority-to-Opera te  (ATO). 
• Contribu te  and  support to  an  In form ation  System  Con tinuous Monitoring  (ISCM) p rogram  for 

m ultip le  unclassified  and  classified  IS. 
• Participa te  in  p lann ing  and  im plem en ta tion of cu rren t and  fu tu re  secu rity dom ains includ ing  

those  wh ich  m ay in troduce  new se rvice  a reas (i.e ., Cloud  Com puting , DevSecOps, e tc.). 
• Collabora te  with  othe r in form ation  secu rity pe rsonne l. 

This is not  a n exha ust ive  lis t  of dut ies or funct ions  a nd might  not  necessa rily comprise  a ll t he  essent ia l funct ions for 
purposes of t he  America ns with  Disa bilit ies Act . 

Ba s ic Qu a lifica t ion s : 

• Bache lor’s degree  from  an  accred ited  college  in  a  re la ted  d iscip line, or equ iva len t 
experience / com bined  educa tion , with  5+ years of p rofessiona l experience ; or a  re la ted  
m aste r’s deg ree 

• Active  secre t clea rance  or the  ab ility to  im m edia te ly ob ta in  an  In te rim  Secre t is  required .  
• Possess a  DoD 8570.01 IAT Leve l-II Certification  (e .g . Security+) 
• Experience  with  DoD RMF, eMASS, ACAS, SCC, DISA STIGs/ SRGs 
• Exce llen t written  and  ve rba l com m unica tion  skills  and  ab ility to  e ffective ly in te rface  with  

num erous cogn izan t secu rity agencies, custom ers, and  sen ior leadersh ip . 

Pr in cip le  Du t ie s  & Re sp on sib ilit ie s 



 
 

• Experience  with  standard  secu rity and  ne twork environm en t tools and  app lica tions. 
• Ability to  m anage  m ultip le  p rojects in  a  dynam ic and  dem and ing  environm en t. 
• Knowledge  of othe r secu rity d iscip lines and how they im pact and  in te ract with  in form ation  

system  secu rity. 
• Team  p layer – Effective  a t organ izing  and  m otiva ting  a  d ive rse  se t of ind ividua ls to  act a s 

“one” in  the  pu rsu it of com m on  ob jectives. Ab ility to  bu ild  e ffective  custom er and  pa rtne r 
re la tionsh ips. 

• This position  requ ires a  governm en t secu rity clea rance . MUST BE A U.S. CITIZEN 

Ash ir e  Te ch n o log ie s  is  a n  Eq u a l Opp or t u n it y/ Affir m a t ive  Act ion  Em p loye r . All q u a lifie d  
a p p lica n t s  w ill r e ce ive  con s ide r a t ion  fo r  e m p loym e n t  w it h ou t  r e g a r d  t o  r a ce , co lo r , re lig ion , 
se x, p r e g n a n cy, se xu a l o r ie n t a t ion , ge n de r  id e n t it y, n a t ion a l o r ig in , a g e , p r ot e ct e d  ve t e r a n  
s t a t u s , or  d isa b ilit y s t a t u s . 
 
EXPERIENCE LEVEL: 
Experienced  Professiona l 
 

Tr a ve l Re q u ir e m e n t s 

Up  to  10% 


