RAshire Téchndtugies

Job Description

Job Title: Information Security Services Manager (ISSM) Grade: AT-05
Job Function: Cyber Security EEO:
FLSA: Exempt

Job Summary

Ashire Technologies is seeking an onsite Cybersecurity Analyst/Information System Security Officer
(ISSO) to join our team’s efforts in supporting a multi-year contract in Colorado Springs. We seek
proven expertise in improving systems security posture within the Department of Defense.

Principle Duties & Responsibilities

. Develop and maintain a formal Information Systems Security Program in accordance with DoD
8510.01 and AFI 17-101.

. Perform insight and support ofthe development, implementation, and testing of information
system security policies in accordance with the DoD Risk Management Framework.

e Responsible for the Cybersecurity implementation and testing of information system (IS)
security controls to include technical controls, physical controls, and operational controls of all
assigned systems.

. Develop system documentation for information system authorization, security management,
and continuous monitoring of unclassified and classified information systems.

. Conduct and/or oversee system auditing, vulnerability risk assessments, hardware/software
configuration management, investigations of [Arelated security violations/incidents, and
other information security-related activities.

. Obtain validation of cybersecurity controls and obtain/maintain IS Authority-to-Operate (ATO).

. Ability to author System Security Plans (SSPs) to maintain Authority-to-Operate (ATO).

. Contribute and support to an Information System Continuous Monitoring (ISCM) program for
multiple unclassified and classified IS.

. Participate in planning and implementation of current and future security domains including
those which may introduce new service areas (i.e., Cloud Computing, DevSecOps, etc.).

. Collaborate with other information security personnel.

This is not an exhaustive list of duties or functions and might not necessarily comprise all the essential functions for

purposes of the Americans with Disabilities Act.

Basic Qualifications:

e Bachelor’s degree from an accredited college in a related discipline, or equivalent
experience/combined education, with 5+ years of professional experience; or a related
master’s degree

. Active secret clearance or the ability to immediately obtain an Interim Secret is required.

. Possess a DoD 8570.01 IAT Level-II Certification (e.g. Security+)

. Experience with DoD RMF, e MASS, ACAS, SCC, DISA STIGs/SRGs

. Excellent written and verbal communication skills and ability to effectively interface with
numerous cognizant security agencies, customers, and senior leadership.



Ashire Technologies

. Experience with standard security and network environment tools and applications.

. Ability to manage multiple projects in a dynamic and demanding environment.

. Knowledge of other security disciplines and how they impact and interact with information
system security.

. Team player — Effective at organizing and motivating a diverse set ofindividuals to act as
“one” in the pursuit of common objectives. Ability to build effective customer and partner
relationships.

. This position requires a government security clearance. MUST BE A U.S. CITIZEN

Ashire Technologies is an Equal Opportunity/ Affirmative Action Employer. All qualified
applicants willreceive consideration for employment without regard to race, color, religion,
sex, pregnancy, sexual orientation, gender identity, national origin, age, protected veteran

status, or disability status.

EXPERIEN CE LEVEL:
Experienced Professional

Travel Requirements

Up to 10%



